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2. Van dé an ninh cho céc hé théng TMDT 2. Van dé an ninh cho céac hé théng TMDT
= TMDT gén lién véi giao dich, thé tin dung, séc dién = Mét s6 dang t&n cong tin hoc trong TMBT
t, tién dién te... = Phan mé&m déc hai (virus, trojan, worm)
= RUi ro trong thwong mai truyén théng déu xuét hién = Tintac
trong TMDT dwéi hinh thiee tinh vi, phirc tap hon. = Gian lan thé tin dung
= Téi pham trong TMBT tinh vi, phirc tap hon = Tén cong tir chéi dich vu (DOS)

. . ) = Phishing (ké gia
= Céc hé théng an ninh luén tdn tai diém yéu ishing (ké gid mao)

= VAn d& an ninh véi viéc d& dang s dung la hai mét
dbi lap

» Phu thudc vao van dé& an ninh cta Internet, an ninh
thanh toan, s6 lwong trangg web...

3. Cac giao thirc mat ma 3. Cac giao thirc mat ma
= Mat ma gidi quyét cac van dé& cé lien quan dén 0 “Lién quan dén hai hay nhidu bén”: it nhat hai ngudi duoc
bi mat, xac thwc, tinh toan ven, va chdng pht dinh y&u cau hoan thanh giao thirc

v' Mot ngwdi mét minh khong tao nén dwoc mot giao
thirc. MOt ngudi mot minh co thé thwe hién mot loat cac
bwéc dé hoan thanh mét nhiém vu, nhwng didu nay

= Giao thirc 1a mot chudi cac bwéc, lien quan dén hai
hodc nhiéu bén, dwoc thiét ké dé& thwc hién mot

nhiém vu khéng phai la mét giao thire.
0 “Chubi cac buoc”: giao thirc co mot trinh tw, tir dau dén o “Duoc thiét k& d& hoan thanh mot nhiém vu”: giao thirc phai
cudi dat dwoc cai gi do

» M®Gi buwéc phai dwoc thwe hién 1&n lwot, va khéng buéc
nao c6 thé dwoc hién trwdc khi budc trwde nd két thic




3. Cac giao thirc mat ma
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= T4t ca moi ngwdi tham gia trong giao thirc phai
0 Biét giao thirc va tat ca cac budc dé& lam theo
0 Déng y lam theo né
= Giao thirc phai rd rang
0 Méi bwéc phai duwoc xac dinh rd rang
0 Khéng ¢6 co hdi dé hiéu 1am
= Giao thirc phai dwgc hoan thanh
0 Phai ¢c6 mot hanh dong cu thé cho moi tinh huéng cé thé
xay ra

3. Cac giao thirc mat ma

= Mét giao thirc mat ma lién quan dén mét sb thuat
toan mat ma, nhwng néi chung, muc tiéu cla giao
thirc khéng phai la nhirng bi mat don gian

= Céc bén cé thd mudn
0 Chia s& mét phan bi mat dé tinh toan mét gia tri
0 Cung nhau tao ra mét chudi ngau nhién
0 Thuyét phuc mét nguei khac vé sy xac thue clia minh
0 Hoac ddng thoi ky mét hop ddng

3. Cac giao thirc mat ma

= Cbt 16i cha viéc str dung mat ma hoc trong mét giao
thirc 1a ngan chan hoac phat hién nghe 1én va gian
lan
0 Khdng nén lam nhidu hon hoadc tim hiéu nhiéu hon nhirng
gi dwoc quy dinh trong giao thirc

Danh sach nhirng ngwei tham gia thwéng xuyén

= Alice: Ngwdi thir nhat tham gia vao tat ca cac giao
thirc
= Bob: Thir hai tham gia trong tat c& cac giao thirc

= Trent: Trong tai tin cay

Giao thirc trong tai

= Trong tai: bén th& ba dang tin cay giup hoan thanh
giao thirc gilra hai hai bén khong tin twéng

= Trong thé gi6i thuc, luat sw thuwong dwoc sk dung
nhw cac trong tai
o Vi du: Alice ban mat chiéc xe cho Bob, 1a mot nguwoi la. Bob

muén thanh toan béng séc, nhuwng Alice khong c6 cach nao
dé biét séc 1a cé hiéu lyc.
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Giao thirc trong tai

o Nho mot luat sw dang tin cay cho ca hai. V&i sy gilp d&
cua luat sw, Alice va Bob c6 thé s dung giao thirc sau day
dé& dam bao réng khéng co ai gian lan

o (1) Alice trao quyén cho luat sw

0 (2) Bob gtri séc cho Alice

a (3) Alice dat coc séc

0 (4) Sau khi chd doi mot khoang thoi gian cu thé dé séc
dwoc lam ré rang, luat sw trao quyén cho Bob. Néu séc
khéng ré rang trong khoang thoi gian cu thé, Alice ching
minh v&i luat sw va luat sw trd trao quyén lai cho Alice.




Giao thirc phan xtr

= B&i vi chi phi thué trong tai cao, giao thirc trong tai cé
thé dwoc chia thanh 2 giao thirc con
0 Giao thrc con khdng c6 trong tai, thwe thi tai moi thoi diém
cac bén mudn hoan thanh giao thirc
a Giao thrc con cd trong tai, thye thi chi trong hoan canh
ngoai lé - khi cé tranh chap
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Giao thirc phan xtr

= Vi du: giao thirc ky két hop déng cé thé duoc
chinh thirc héa theo cach nay
o Giao thirc con khdng c6 trong tai (thwe thi & moi thdi diém):
> (1) Alice va Bob dam phan cac diéu khoan cta hop
dong
> (2) Alice ky hop déng
> (3) Bob ky hop déng
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Giao thirc phan xtr

0 Giao thirc con phan x& (chi thwe thi khi c6 tranh chép):
> (4) Alice va Bob xuét hién trwéc mot quan toa
> (5) Alice dwa ra béng chirng cia minh
> (6) Bob trinh bay bang chixng cia minh
> (7)

7) Quan tda phan quyét dwa trén bang chirng

Trao déi khéa véi ma déi xirng
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= Gia s Alice va Bob muén chia sé mot khéa bi mat

v&i nhau thdng qua Key Distribution Center (KDC) la

trong tai trong giao thirc

o Cac khéa nay phai dwoc thwe hién truwdc khi giao thirc bat
dau

o (1) Alice goi trong tai va yéu cau khéa phién dung chung dé
giao tiép véi Bob

0 (2) Trong tai tao ra mot khéa phién ngau nhién, ma héa hai
ban sao clia né: mot bang khéa ctia Alice va mét bang khéa
clia Bob. Trong tai gvi ca 2 ban copy téi cho Alice.
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Trao ddi khoéa véi ma doi xieng

3) Alice gidi ma ban sao cla khda phién

a @)
a (4) Alice gtri cho Bob ban sao cua khda phién
a (5) Bob gidi ma ban sao cua khoa phién

a (6)

6) Ca Alice va Bob duing khoa phién dé giao tiép an toan

Trao ddi khéa véi ma déi xirng
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hxpc B
—_—

Alice KA_KDC(RI,KBKDC(A,RI))
knows R1

Kg.kpc (ARD) Bob knows R1 &

v

dl I

. -
Alice, Bob communicate using shared session key R1
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Trao déi khéa v&i ma déi xirng Trao dé6i khéa véi ma déi bat xirng
Q: How does KDC allow Bob, Alice to determine shared = Alice va Bob s dung mat ma khéa cong khai dé
symmetric secret key to comﬂ'\cub.}icate with each other? thdng nhét v& khoa phién dung chung, va dung khéa
@ gen;Tfes phién dé dé ma hoa di liéu
g\f_’~ Kawoc(AB) » ’.l » Trong mot sb trién khai thuc té, ca hai khéa cong khai
o oy 5 . N ~ ~ -
Alice ,_—Kxkoc(R1, Kgxoc(ART)) Bo.:.kmws “ cua Alice va Bob sé& ludn c6 san trong CSDL
knows _ use Rlto
Rl Kg koc(ART) " communicate
yiith Alice
Alice and Bob communicate: using R1 as
session key for shared symmetric encryption
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Trao déi khéa véi ma bat déi xirng Giao thirc Needham-Schroeder
o (1) Alice nhan khéa cong khai ctia Bob tir KDC = (0) Trwéce khi cac giao dich c6 thé dién ra, mdi nguoi sty
0 (2) Alice tao ra mét khéa phién ngéu nhién, ma héa né bang dung trong hé théng c6 mot khéa bi mat chia sé voi
céach sir dung khéa céng khai ctia Bob va giri né dén Bob Trent.
0 (3) Bob sau do gidi ma théng diép clia Alice bang cach st = (1) Alice glri mdt thong diép dén Trent bao gdm tén clia
dung khéa riéng ctia minh minh, tén Bob, va mét sé ngau nhién: A, B, R,
a (4) Ca hai ma hoa cac thong tin lién lac str dung cung mot « (2) Trent tao ra mét khéa phién ngau nhién K, ma héa
khoa phién thong diép bao gdm khéa phién ngau nhién va tén cua
Alice béng khéa bi mat cia Bob. Sau d6, ma héa gia tri
ngéu nhién clta Alice, tén cla Bob, khoa, va théng diép
ma héa bang khoa bi mat chia sé v&i Alice, va gl Alice
. m& hoa: E, (R, B, K, Eg(K, A))
Giao thirc Needham-Schroeder Chir ky mu
= (3) Alice gidi ma tin nhan va rat ra K. Alice khang dinh = Déc tinh tAt yéu cla cac giao thirc chi ky sbé 1a nguoi
rang R, & gia tri ma minh da gwi Trent trong buéc ky biét nhirng gi minh ky
(1). Sau do, Alice gui Bob tin nhan dwoc Trent ma = Chung ta mudn moi ngudi ky cac van ban ma khong
hoéa bang khoa clia Bob: Eg(K, A) bao gi® nhin thay ndi dung
= (4) Bob giai ma tin nhén va rat ra K. Sau d6, Bob tao 0 Bob la mdt cong chirng vién. Alice mudn Bob ky mét tai
ra mot gia tri ngau nhién, Rz, ma hda tin nhan véi K liéu, nhung khong mudn anh ta ¢ bat ky y twéng vé nhirng
va giri n6 cho Alice: Eg(Rg) gi minh ky.
. ia o z . . » Bob khé ta hi i tai lié 6i, anh ta chi
= (5) Alice gidi mé& cac tin nhan vi K, tao ra Rg - 1 va ? ?nquuan ‘am n u’?g 9 E,” ey .nOIAan ‘,a C '
- . o . ] Xac nhan rang minh cé céng chirng tai moét thoi gian
méa héa n6 voi K, sau d6 gwi tin nhan cho Bob: Eg(Rg nhét dinh. Bob s&n sang lam didu nay.
-1
) 23 24




Chir ky mu
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0 (1) Alice co cac tai liéu va nhan ban n6 bang mét gia tri
ngau nhién (multiple). Gia tri ngau nhién nay dwoc goi la
mot yéu to lam mua.

a (2) Alice gtvi tai liéu mu Bob

a 3) Bob ky tai liéu mu

0 (4) Alice phan tach cac yéu t6 lam mu, dé lai tai liéu gbc co
chi¥ ky ciia Bob
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Lwoc db chir ky mu

0 Budc 1: Alam mu x bang mét ham: z=Blind(x), va glri z cho
B

0 Buwéc 2: B ky trén z bang ham y = Sign(z) = Sign(Blind(x)),
va gli lai y cho A.

0 Buwéc 3: A xéa mu trén y bang ham. Sign(x) = UnBlind(y) =
UnBlind(Sign(Blind(x)))

Chir ky mu

Cac thudc tinh ctia ch® ky mu hoan chinh

1. Chi¥ ky cia Bob Ién tai liéu la hop 1

0 Chii ky l& mét minh chirng réing Bob d4 ky céc tai liéu

0 N6 sé& thuyét phuc Bob réing anh ta da ky cac tai liéu néu né
da tirng dwoc hién thj cho anh ta

o N6 ciing c6 tat ca cac thudc tinh khac clia chiv ky s6

2. Bob khong thé danh ddng cac van ban dwoc ky két

véi cac hanh vi ky két cac tai liéu

0 Ngay ca néu Bob gitr hd so cla tat ca cac chiv ky mu, Bob
khéng thé xac dinh minh da ky tai liéu nao

4. An ninh trong TMDT
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Bao mat giao dich thanh toan

Bao mat tién sb

Bao mat séc dién tir

4.1. Bao mat giao dich thanh toan

Giao dich thanh toan dién t& la sw thwe thi cac giao
thirc ma theo d6 mét khoan tién dwoc lay tr nguoi
tra tién va chuyén cho ngudi nhan

Trong mét giao dich thanh toan, chidng ta thwong
phan biét gitra cac thdng tin dat hang (hang héa, dich
vu phai trd) va tai liéu thanh toan (vi du, s thé tin
dung)

T géc d6 an ninh, hai loai théng tin nay can thiét
phai dwoc xt ly dac biét
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4.1. Bao mat giao dich thanh toan

. Nac danh ngu&i dung va khéng theo déi thanh toan
. Nac danh ngwo¢i thanh toan
. Khdng theo dbi giao dich thanh toan

. Bado mat d liéu giao dich thanh toan

a b WO N -

. Théng diép chéng pht dinh giao dich thanh toan




4.1.1. Nac danh ngwei dung va khong theo déi
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= Pac tinh nac danh ngwoi dung va khéng theo doi
thanh toan cé thé dwoc cung cAp riéng biét

= Dich vu an ninh ndc danh ngudi ding “tinh khiét” sé
bao vé chdng lai tiét 16 xac thwe ngudi ding

= Dich vu an ninh khéng theo déi thanh toan “tinh khiét’
sé& bao vé chéng lai tiét 16 dia diém cuda théong diép
goc

= Giai phap: St dung chubi hdn hop Mixes

31

Chudi hén hop Mixes

= Ytwéng

0 Théng diép dwoc glvi tr A, B, va C (dai dién cho khach
hang cé yéu cau nac danh) t¢i hdn hop va tir hdn hop t6i X
Y, Z (dai dién cho cac ngwdi ban hodc ngan hang “td6 mo”
vé& thong tin xac thwe khach hang)

0 Théng diép dwoc ma hoa véi khoa cong khai cia hén hop,
Ey. Néu khach hang A muén gl thong diép cho nguoi ban
Y, A glvi t&i hdn hop ciu tric sau:
= A — Mix: Ey(Y, E\(Y, Message))

o Bay gi®, hdn hop cé thé gidi ma va givi két qua cho Y:

= Mix — Y: Ey(Y, Message)
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Chubi hén hgp Mixes

a Chi co Y méi doc dwgce théng diép khi né dwgc ma béng
khoa cong khai cua Y, Ey
0 Néu A mubdn Y phan hdi, A c6 thé ham chira dia chi phan
hdi nac danh trong théng diép gl tai Y: Mix, Ey(A)
= A sé tao mot khoa Kx Ia khoa phién dung chung (chi dung 1 1an) véi
Y. Va mét khéa S1 & khéa ngdu nhién dung dé liém phong
= A sé gri Mix thong diép:
= A— Mix: Ew(Y, Ex(Y, Message, Mix, Ey(A,S1),Kx))
= hdn hop Mix co thé giai ma va givi két qua cho Y
2 Mix > Y: E\(Y, Message, Mix, E\y(A,S1),Kx)
2 Y — Mix: Ew(A,S1), Kx(Response)
= Mix — A: S1(Kx(Response))

Chudi hén hop Mixes
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0 Theo cach nay, théng diép phan héi duwoc gl téi mix
chi mix biét ai la nguwoi gl
» Hanché

0 Hén hgp phai hoan toan dang tin cay

Chudi hén hop Mixes

A X
Mix /
I°a %@Y
C z
Chaum's mix.
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Chubi hén hop Mixes

= Giai quyét van dé tin cay cta hén hop, st dung 1
chudi cac hén hop (mang)

A Mix4 Mix5 Mix6 X
B Mix1 Mix2 Mix3 Y
c Mix7 Mix8 Mix9 7

Chain of mixes.




Chudi hén hgp Mixes

= Néu A mubn gri 1 théng diép nac danh, khéng bi
theo ddi t&i Y, A str dung giao thirc sau:

o A — Mix1: E (Mix2, E5(Mix3, E;(Y, Message)))
o Mix1 — Mix2: E,(Mix3, E;(Y, Message))

0 Mix2 — Mix3: E;(Y, Message)

a Mix3 —-Y: Message

O Egecipient(Next recipient, Eyey recipient(-++))

37
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4.1.2. Sw nac danh ngwoi thanh toan

= Nguwdi trd tién st dung bat danh thay vi sy nhan
dang cda minh

= Néu mot bén mudn chac chan ring hai giao dich
thanh toan khac nhau thyc hién bédi cung mét nguoi
khong thé dwoc lién két v&i nhau, khi d6 déc tinh
khéng theo déi giao dich thanh toan phai dwgc cung
cap

= Giai phap: St dung but danh

But danh

= Hé théng First Virtual

o Thong diép Oy quyén gitra FV va ngudi ban truwdc khi
chuyén hang can phai dwoc bdo vé dé ngan chan viéc
chuyén sb lwgng hang I&n téi khach hang gian lan

o Khach hang nhan VPIN (Virtual Personal Identification
Number), 1a 1 chudi ki tw chir va sb hoat déng nhuw la but
danh cho thé tin dung, c6 thé dwoc gdi qua email

o Néu VPIN bj danh cép, khach hang khéng cé thdm quyén
cling khéng thé st dung vi tht ca cac giao dich sé dwoc xéc
nhan bang email trwéc khi triv tién trong thé tin dung
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But danh

But danh

= Hé théng First Virtual

Issuer . Acquirer
Bank

P = . Bank
_{ Interbank (clearing) nework
9.Clearing A

8a.Withdrawal 8b.Deposit

5.Transaction info
6.Yes/No/Fraud?

1.Buy (VPIN)

P —
4Supply services
Customer Merchant

First Virtual's (FV) payment system
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= Hé théng First Virtual

o Néu khach hang cb géng s dung VPIN ma khéng dwoc Gy
quyén, FV sé dwoc thdng bao vé VPIN bi danh cap khi
khach hang phan hdi “fraud” (c6 sy gian lan) cho yéu cau
ctia FV dé xac nhan mua ban

a Trong trwong hop nay VPIN sé bi hdy bd ngay lap tirc

o Co ché nay dam bao tinh bi mat cta 1énh thanh toan dbi
v&i ngudi ban va ké nghe trom tidm ning
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But danh

= Giao dich ctia hé théng FV
o (1) Khach hang glri don hang téi ngwdi ban cling véi VPIN

o

(2) Nguoi ban gtvi yéu ciu cap phép VPIN t6i nha cung cap
dich vu thanh toan FV

(3) Néu VPIN 1a hop 1&

(4) Nguwoi ban cung cap dich vu cho khach hang

(5) Nguwoi ban givi thong tin giao dich cho FV

| I R W )

(6) FV héi khach hang xem da sén sang thanh toan cho cac
dich vu (qua e-mail) (Khach hang c6 thé tir chbi thanh toan
khi dich vu d& dwoc chuyén di nhwng khong dap (rng mong
doi ctia minh)

42
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But danh 4.1.3. Khéng theo déi giao dich thanh toan
= Giao dich clia hé théng FV = Hashsum ng&u nhién trong thanh toan iKP
0 (7) Néu khach hang mudn thanh toan, tra 16i “Yes” = Hashsum ngAu nhién trong SET
0 (8a) SO lwong thanh toan dwoc trir trong tai khoan cla
khach hang
Qa (8b) Gwri vao tai khoan nguoi ban

[u]

(9) Giao dich bu trir gitba cac ngan hang
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Hashsum ngau nhién trong thanh toan iKP Hashsum ngau nhién trong SET
= Khi kh&i tao 1 giao dich thanh toan, khach hang chon = Nguwoi ban nhan 1 gia tri hashsum ti Iénh thanh toan
1 gia tri ng4u nhién R va tao ra gia tri but danh dung » Lénh thanh toan chtra cac théng tin:
1 1an 1D theo cach sau: 0 Sb tai khoan chinh, PAN (vi du, sb thé tin dung)
ID¢ = h(R¢, BAN) o Ngay hét han
0 BAN la s6 tai khoan ngan hang cla khach hang 0 Khoa chia sé bi mat gilra chi thé, cdng thanh toan va
0 hy(.) 1a dung dd hash 1-chidu, khong tiét 16 thong tin BAN ching thye Gy quyén clia chii thé, PANSecret
khi R¢ dwoc chon ngau nhién 0 Gia tri ngdu nhién nonce ngan chan tan cong tir dién,
o Nguoi ban nhan ID¢ (khéng phai BAN), khéng thé tinh ra EXNonce
BAN 0 Khi nonce la khac nhau véi méi giao dich, ngudi ban khéng
thé lién két 2 giao dich v&i nhau ngay ca khi dung chung
© PAN %
4.1.4. Bao mat dir liéu giao dich thanh toan Ham s6 ngau nhién gia
= Ham s6 ngau nhién gia = Thanh toan iKP la 1 ho céac giao thc thanh toan (i =
= Chir ky kép (Dual signature) 1,2, 3) duoc phét trién boi IBM

= Hb tro giao dich thé tin dung, cung véi CyberCash,
Secure Transaction Set Technology va cac giao thirc
thanh toéan dién t&r an toan la hinh thirc nguyén thay
quan trong nhéat ctia SET
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Ham s6 ngau nhién gia

Ham s6 ngau nhién gia

= Co ché 1KP cung cp tinh bao mat ctia cac théng tin

v&i céng thanh toan, nguwdi ban, sw nac danh khach

hang

0 Khi khéi tao giao dich, khach hang chon 1 gia tri ngau nhién
R va tao but danh dung 1 lan IDg:

ID¢ = h(R¢, BAN)

0 BAN la sé tai khoan ngan hang clia khach hang

0 hy(.) 1& dung @ hash k-chiéu, khong tiét 16 thong tin BAN
khi R¢ dwoc chon ngau nhién

0 Nguwoi ban nhan ID. (khéng phai BAN), khéng thé tinh ra
BAN
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= Bao mat théng tin twong (rng v&i ngadn hang thanh

toan dwoc thye hién theo cach tuwong tw

0 Khéach hang chon gia tri ngau nhién SALT: khac nhau cho
moai giao dich, g&i cho nguwdi ban & dang di liéu ré

o Dung ham hash nhw & trén, ngw®i ban gtvi 1 mé ta cla
thong tin (DESC) cho ngan hang thanh toan:

h(SALT., DESC)

0 Ngan hang thanh toan cé thé nhin thay gia tri hashsum

nhung khéng dd théng tin dé tim ra DESC

Ham s6 ngau nhién gia

Ham s6 ngau nhién gia

0 Néu sb lwgng DESC khéng nhiéu, ngan hang thanh toan cé
thé tinh ra tit ca céac gia tri clia hashsum vé&i SALT cho
trwde va lay thong tin

o Ngan hang thanh toan cé thé duoc tin twdng trong mot vai
pham vi

0 Dé truyén lénh thanh toan t&i ngan hang thanh toan ma
nguoi ban khong thé doc duoc, iIKP st dung khéa cong
khai
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= Khéach hang ma hoéa théng diép, gdbm:
o Gia clta nhirng hang héa da dat
0 Lénh thanh toan (sé thé tin dung, ma PIN)
o h(SALT¢, DESC) dwoc bam cung véi div liéu giao dich
0 Gia tri ngdu nhién R. dé tao but danh dung 1 1an cung voi
khéa cong khai clia ngan hang thanh toan
= Théng diép ma hoa nay dwgc glri cho ngwoi ban va
chuyén tiép t&i ngan hang thanh toan

Ham sé ngau nhién gia

Chir ky kép (Dual signature)

= Khach hang phai cé chirng thwe khéa cong khai cla
ngan hang thanh toan dwgc phat hanh béi tb chirc
chirng thwe Gy quyén tin cay

= Chi cd ngan hang thanh toan méi gidi ma dwoc thong
diép, qua R¢ xac thyc dd chinh xac cla ID¢

= K&t ndi giva Iénh thanh toan va théng tin dat hang
dwoc thiét 1ap théng qua gia tri h(SALT., DESC) va
tht ca cac bén déu biét

= S két hop 2 gia tri nay Ia duy nhat cho méi giao dich

53

= SET la mét tiéu chudn mé& cho giao dich thé tin dung
an toan trén mang

= Kh&i déng béi Visa va MasterCard nam 1996, dung
cong nghé ma héa RSA

= P& bao vé sb thé tin dung (I&énh thanh toan cla khach
hang) tr viéc nghe trdm hay nhirng ngwdi ban khéng
trung thwe, SET str dung chi ky kép




Chir ky kép (Dual signature)

29/08/2017

= Kich ban thanh toan

o PI-1énh thanh toan (payment instruction)
Ol — cac thong tin dat hang
M — ngwoi ban

P — payment gateway

0O 0 0 o

Muc tiéu: Nguwoi ban M khéng thé doc théng tin 1énh thanh
toan, cdng thanh toan P khdng thé doc thong tin dat hang

0 Thyc hién: Khach hang thyc hién chiv ky kép 1&n yéu ciu
thanh toan, trc 13, C ki 1én Pl va Ol dy dinh gtvi cho P va M,
str dung ham ma hoa hash h(.) va khoa bi mat D¢ tlr thuat

toan khéa cdng khai
55

Chir ky kép (Dual signature)

» Khach hang tinh DS = D¢(h(h(PI),h(OI)))
o Gia str M chi biét Ol, P chi biét PI, thi chi nhan duoc tirng
phan bi mat ctia hashsum
M nhan: OI, h(Pl), DS
P nhan: PI, h(Ol), DS
Ca 2 c6 thé xac thwe DS
Néu P ddng y, Iénh thanh toan la chinh xac, cip quyén la
kha thi, P ki 1&n PI, néu M déng y, ky 1&n Ol

0 0 0 O

Chir ky kép (Dual signature)

o

Trong SET, h(PI) va h(Ol) la cac gia tri hashsum SHA-1
C guvi Pl t6i M theo dang ma hoa (thuat toan ma hoéa déi
xtng véi khéa ngdu nhién bi mat K)

o

a Khoéa bi mat nay dwgc ma héa va gri cling khda cong khai
ctia P, Ep, vi vay chi P c6 thé doc

C — M: Ol, h(PI), DS, Ep(K), Ex(P, PI, h(Ol))

M chuyén tiép tit ca cac thanh phan cua théng diép (ngoai
trir Ol) t&i P trong 1 yéu cau cap phép

[u]

[u]

57

4.1.5. Chéng pha dinh giao dich thanh toan

= Chéng pht dinh sé& ngén chan viéc tir chéi ngudn gbc
cla tai liéu hodc pha nhan béng chirng ban giao

= Giai phap: Chi¥ ky s

O

Chir ky s

= Pé giai thich cac van d& chéng phu dinh, ta st dung

md hinh 3KP

0 Acquirer dai dién cho cdng thanh toan va ngan hang thanh
toan

a Gia dinh céac thong tin dat hang (hang hoa, dich vy, gia ca,
hinh thirc giao hang) da dwoc thwong lwong trwéc thong
bao (yéu ciu) thanh toan

0 Théng bao thanh toan nay 1a duy nhéat dé xac thwc cac giao
dich thanh toan

o Nguoi tra tién glri ngwdi nhan thong bao thanh toan gém
Iénh thanh toan va cong cu thanh toan xac dinh

On

Chir ky s

59

= Vidu

0 Thé tin dung c6 cac thong tin: Ngan hang phat hanh, Sé
thé, Ngay hét han (thoi gian higu lyc)

o Nguwdi nhan tién muén xac thuc thé tin dung cé thé dwoc
dung dé tinh toan, sé gl théng bdo yéu cau Gy quyén
(authorization request) t¢i ngan hang thanh toan

o Théng diép trd 16i Gy quyén (authorization response)
chtra két qua dy quyén

o Néu két qua 1a chic chan, nguwdi nhan sé glri xac nhan
thanh toan (payment receipt) cho nguwdi trd va gri hang
héa dich vu

10



Chir ky sé
[ Pavee J [Acqmrer]
Payment
Time i Authaorization
Request
Authorization
E Response
v Payment
Receipt

A simple payment transaction.

29/08/2017

(2]
=2
qx
-
<
(7]
(o1

61

[ Payer Payee ] [Acquirer]

Payer’'s
Payment Auth.
—

Payer's
Payment Auth.
Payee’s
Payment Auth.
—ee

Time

Acquirer's
Payee Auth.
Acquirer’s
Payment Auth.
. —_—

Acquirer’s

Payee Auth.

Acquirer’s

Payment Auth.
Payee’s

- Payment Receipt.
—_—

Nonrepudiation messages.

62

O»

Chirky s

On

Chirky s

= VAan dé chéng phua dinh va ty quyén

0 Théng diép Gy quyén dwoc gl bdi 3 thanh phan, mdi thanh
phan cé 1 cép khéa cong khai, mdi khéa dwoc chirng thuc]
bdi 1 t6 chirc chirng thwe dang tin cay

o Ngudi nhan can 1 bang ching (khdng thé tiv chdi) réng
nguoi trd da déng y tra 1 khoan tién nhét dinh

o Béng chirng nay duoc chra trong thong diép Payer’s
Payment Authorization, ddm bao chéng phl dinh Qy
quyén thanh toan cta ngudi tra

63

= Van dé chéng pht dinh va ty quyén

o Ngan hang thanh toan va ngan hang phat hanh can béng
chirng Payer’s Payment Authorization d& thu hdi s6 tién
ban hang tlr tai khoan ctia ngwoi tra, ghi c6 tai khoan nguoi
nhan, dwoc ky bing khéa bi mat clia ngudi tra

0 Ngan hang thanh toan va ngan hang phat hanh can béng
chirng chéng phl dinh Gy quyén thanh téan cla nguwoi
nhan, dé la chic nang cla Payee’s Payment
Authorization, ddm bao chéng phd dinh Gy quyén thanh
toan, dwoc ky bang khoa bi mat clia ngudi nhan

O»

Chir ky s

4.2, Bao mat tién sé

= VAan dé chéng pha dinh va ty quyén

O Ngudi nhan tién hoéi Acquirer théng diép Acquirer’s
Payment Authorization d& chirng minh Acquirer da ddng y
véi giao dich thanh téan, dwoc khéa béng khéa bi mat cua
Acquirer

0 Acquirer’s payee auth chirng minh rdng ngwoi nhan thanh
toan duwoc Gy quyén dé nhan cac khoan thanh toan

0 Gidy ching nhan gri cho ngwdi nhan duoc chuyén tiép
cho nguwi tra, ngudi nhan khong thé tir chéi la nguoi tra da
tré cho nhitng don hang da dat

a Bién lai thwong dwoc ky bdi ngwdi nhan

1. Khéng theo ddi giao dich thanh toan
2. Chéng double spending

3. Chéng lam gia xu

4. Chéng danh cép xu

65
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4.2.1. Khéng theo doi giao dich thanh toan

29/08/2017

= Khi khach hang rat tién truyén théng tr may ATM
hod&c tai khodn ngan hang, chudi series numbers trén
tién thweng khong duoc ghi lai

» Céc giao dich thanh toan khéng thé lién két t&i 1
khach hang cu thé

= Tién sb ciing c6 sb6 serial numbers va déi khi dwoc
biéu dién bdi cac s6 duy nhét théa man cac diéu kién
cu thé

67

4.2.1. Khéng theo doi giao dich thanh toan

= Serial numbers t6n tai dwéi dang sb rat dé tao ra ban
ghi Iwu lai théng tin khach hang

= Vi vay, né rat don gian dé thyc hién theo ddi giao
dich thanh toan dién t& cla khach hang béng cach
1&n theo serial numbers

= Gidi phap
a Ch ky mu
o Trao déi xu

Chir ky mu

= D. Chaum d& xuét nham che gidu sy lién két gitra
cac déng xu dwgc phat hanh véi théng tin xac thuc
khach hang

* Cung cap sw ndc danh cho ngu®i thanh toan va
khoéng theo ddi giao dich thanh toan dwa trén chir ky
mu

= Nguoi ky khong nhin thay nhirng gi minh ky

69

Chir ky mu

= Kich ban (dwa trén thuat toan RSA)
0 d la khoa bi mat ca ngwdi glvi, e va n la khda cong khai
0 Tham s k dwoc goi la nhan t5 lam mu, dwoc chon bdi
message provider
a Provider lam mu théng diép M:
M’ = Mke mod n
Nguwoi ky thwe hién chir ky mu:
S’ = (M) mod n = kM9 mod n
a Provider loai bé nhan té 1am mu
S=S/k=MImod n

70

[m]

Chir ky mi

0 Nguwoi ky thuong mudn kiém tra néu théng diép M (tic 14,
tién gidy hay tién sb) néu né 1a hop lé

0 Provider chuan bi n théng diép va lam mu cling véi nhan té
lam mu khéc nhau

0 Nguoi ky chon n-1 théng diép ngéu nhién va héi provider
d& gli nhan t6 mu twong (g

0 Nguwoi ky kiém tra n-1 théng diép, néu dang, ky lén théng
diép con lai

0 bdng xu dién t& dwoc lam mu theo cach nay chi dwoc st
dung trong hé théng thanh toan online, dé kiém tra double
spending, phai dwoc kidm tra trong CSDL trung tam

Trao déi xu

71

= Co ché nic danh ngwdi dung va nic danh thanh toan
dwa trén cac bén th&r ba dang tin cay
= S dung mang cac may cha tién dé trao ddi co s&
xac thyc xu cho nhirng xu nac danh, sau khi khéng
dinh tinh hop 1€ va kiém tra double spending
= Kiéu n&c danh nay yéu hon chi ky mu
0 Véi chir ky mu, khdng thé xac dinh dwgc danh tinh nguoi
dung
0 Vé&i may cha tién, néu cac bén c6 am muwu, gdm ca may
cha tién trong giao dich, cé thé xac dinh ai d& st dung tién

72

12



4.2.2. Chéng double spending

29/08/2017

Tién sb c6 thé dwoc sao chép mét cach dé dang va
tuy tién, dwoc thuc thién béi bat cr ai vi né l1a di liéu
dién t&r don gian

Ngudi trd tién cé 1 ddng xu cé gia tri hop 18, cé thé
cb géng chi tiéu nhiéu hon 1 1an

Giai phap

o Nac danh c6 didu kién bang cét va chon (cut-and-choose)

a Nguwoi bao vé

73

Néc danh c6 diéu kién bang cat va chon

= Puwoc kich hoat cho nhirng khach hang khdng trung
thwe
o Khach hang trung thuc khéng ¢ géng tiéu xu nhiéu hon 1
lan va van con nac danh
o Khach hang khéng trung thwc 1a nhitng ngudi cb géng tiéu
xu 2 lan, danh tinh bj tiét 16

Nic danh c6 diéu kién bang cat va chon

Co ché chia cét bi mat

Y twéng: chia 1 théng diép M thanh cac méu tin va do
dé tAt ca cac mau tin phai dwoc sdp xép cung nhau
d& tai tao lai M (trong mé hinh chia cat bi mat tng
quan, chi can 1 tap con cac mau tin 1a da)

Tim M, va M, sao cho

Thwe hién: chon M, ngéu nhién, cung do dai M va
tinh M, theo

75

Néic danh c6 diéu kién bang cat va chon

= Trong tién sb, mdi déng xu dwoc gan 1 chudi sé va N
cap ma héa khac nhau (1, 1,) (ttec 1a, dwgec ma véi
khoa khac nhau) dé thong tin xac thuc khach hang co
thé duoc tiét 16

= Khi khach hang tra tién, nguwdi ban yéu ciu khach
gidi ma hoac |, ho&c |, tv méi c&p (chon ngéu nhién)

Nic danh cé diéu kién bang cét va chon

Xac minh xem két qua giai ma |a hop 1& néu ap dung
thuat toan ma khoéa céng khai

Néu khach hang cb géng tiéu xu 1 1&n nira, véi N du
I&n (N=100), it nhat 1 phan cia | gibng v&i 1 phan
cla | da dwoc tiét 16 & thdi diém tiéu 1an dau (tr cung
1 cap) sé duoc tiét 16

Nguw&i bao vé

77

= Tap co ché phic tap bdo vé chéng lai double
spending trong hé théng thanh toan off-line

= Co ché twong ty duoc st dung wallet

= Y twéng: Bén phat hanh |4 t6 chirc ngan hang phat
trién tién dién tcr

= Vi (wallet) chira vi (purse), dwgc tin twdng béi nguoi
tra tién, va mot ngudi bao vé duwoc tin cay béi bén
phat hanh

13



Ngwoi bao vé

29/08/2017

= Nguoi bao vé: La chip vi xir ly dat c6 dinh trong vi
hodc trén 1 thé thong minh
QO Bao vé lgi ich bén phat hanh trong giao dich thanh toan off-
line
0 La thiét bi chdng trém hodc chdng gid mao
« Vi co dang may tinh cdm tay nhé c6 ngudn cung cap,
ban phim, man hinh riéng

0 Bao vé lgi ich clia nguwoi tra tién (nac danh va khong thé

theo doi)
0 Xéac thyc ngwdi bao vé, ngudi bao vé giao tiép ra bén ngoai
théng qua purse 79

Ngweoi bao vé

Purse

Guardian Issuer

Wallet

Electronic wallet with quardian.

Chir ky cia ngw®i bao vé

= Nguwoi tra tién rat tién dién to tir 1 tai khoan tién xu va
nap vao vi

Ao

0 “mot phan” ctia mdi déng xu duoc dwa vao vi

An

a “moét phan” khac gl téi ngudi bao vé
= Nguwoi st dung chi tiéu tién trong 1 giao dich thanh
toan, ngwoi bao vé phai déng y
o Ca hai phan cla ddng xu phai duwoc két hop dé& co dwoc 1
ddng xu c6 thé dwgc chap nhan
0 Két hop 2 phan cliia xu duoc st dung 1 loai chiv ky sb dac
biét

81

Chir ky caa nguwei bao vé

= Tham sé cong khai giéng nhw trong DSA

0 p la sd nguyén té du Ion

0 qla sé nguyén t6 da lon

o g la bd sinh module p clia g, trc 1a g = hP"@ mod p > 1
(1<h<p-1)

0 Nhém tao béi g tao nén G, gia st ngudi bdo vé la bén ky,
khoa gom 2 s6:

o Sb nguyén ngau nhién x, 0 < x < q (private key)

h = g mod p (public key)

Chir ky cia ngw®i bao vé

= Purse mubn nhan 1 ch® ky mu tlr nguwoi bdo vé 1én
thdng diép

* Théng diép cé thé biéu didn 1 ddng xu

= Chi ky gbm:

= Chng minh rang:

= Twong dwong voi khéa bi mat x clia ngudi bao vé

Chir ky caa nguwei bao vé

83

= V@i m va z da cho, giao thirc sau nguwdi chirng minh
(guardian) c6 thé chirng minh véi nguwoi xac thuc
(purse) la biét x:

a 1. Prover — Verifier:
0o 2. Verifier — Prover:

o 3. Prover — Verifier:

14



Chir ky cua ngwei bao vé

29/08/2017

= 1. Verifier s& kiém tra xem cac biéu thirc sau:

= 2. Néu chi ky la hop lé:

= 3. Chi ky thwc I1én m dwoc xac dinh

85

Chir ky cia ngwoi bao vé

0 H(.)la ham bam 1 chiéu

o Ngudi bao vé chon s khdng méat phi

0 Purse ngén chin bang cach xac dinh avab

a Thay vis, sy + s, duwgc sir dung, s, chon bdi purse, s, chon
b&i nguoi bao vé, cac gia tri sau day dwoc st dung:

Chir ky bén phat hanh

= Chi ky trén ddng xu ma purse nhan tlr ngan hang
phat hanh phai dwgc lam mu
a 1. Verifier — Signer my = mtmod p,
tla ngau nhién, 0 <t<gq
0 2. Signer — Verifier ay = g° mod p, by = mg® mod p,
s la ngau nhién, 0 <s <q
0 3. Verifier — Signer ¢, = c/u mod q,
ulangdu nhién, 0<u<gq

Q 4. Signer — Verifier ry = (s + cox) mod q

87

4.2.3. Chéng lam gia xu

= Kho lam gia tién truyén théng

= Gidy phai d&c biét, ddt hodc khé san xuét cac dic
tinh vat ly (in an)

= Sé series phai hop 1&

= Néu la gia thi dé kiém tra

= Giai phap: chi phi san xuét xu dét

Chi phi san xuat xu dat

= Chi phi san xuét nhitng déng xu gia tri thap la d&t

= Néu can thiét & thiét 1ap 1 kénh dau tw san xuét xu
(gid mao), nhi*ng xu gia mao sé khdng thé thanh toan
hét phi dau tw

= San xuét nhidu xu sé ré hon san xuét 1 vai déng xu

= Hé théng thanh toan MicroMint

89

Chi phi san xuét xu dat

= St dung ham hash
= Tao dung dé hash k-chiéu (x4, X,, K, x,), sao cho
a h(x) = h(x;) = K= h(x)
0 h(.) la ham ma héa hash anh xa m-bit d&u vao (x, i = 1, K,
k) sang n-bit dau ra (hashsum)
O Xéac thuc xu thuc hién bang cach kiém tra cac gia tri x phan
biét cting san xuét ra hashsum giéng nhau
o Khoang gia tri cGa x can kiém tra d& nhan dwoc
dung d6 k-chidu dau tién (xac suat 50%)
0 Lap clan, ckdung d6 k-chidu dwoc tim thay

90
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4.2.4. Chéng &n cép xu

29/08/2017

= Mot cach trc quan dé bao vé xu khéi bi danh cép
thdng qua nghe trom la s&r dung mé héa
0 Xu thuwdng co gia tri danh nghia kha thap (nhd hon 1 ddng
Euro)
a Khong hiéu qua khi st dung ma hoa

= Giai phap: Tuy chinh xu

91

Pac treyng khach hang va nac danh xu

= Xu c6 thé dwoc tly chinh dé& st dung chi v&i khach
hang cu thé trong giai doan nhét dinh

= Co ché duy tri tinh ndc danh, bdo vé chéng double
spending va dam bdo khach hang nhan bién lai hay
tién thira hop l&

= Giao thirc gdbm 4 budc

< 1 3
( s | | Customer A | | Merchanla
2 4

NetCash protocol with customized coins.

92

Pac trwrng khach hang va nac danh xu

« Trong Step 1 A gi coins t&i CS (currency server) dé
nhan vé 1 ddng coin triplet
= Step1: Ecg(coins, Kayg, Eg, tg, ta)
a Thong diép dwoc mé béi khda cong khai Eqg cia may chu
0 Kay 1& khoa phién déi xirng dwoc st dung béi CS dé ma hoa
bd triplet
= Step2: <Cg, C,, Cx>
0 Mai xu trong triplet co ciing chudi serial numbers va gia tri
0 B co thé st dung xu Cg trwéc thoi diém tg. Néu B mudn dung
coin trong giao dich v&i CS, phai chirng minh biét khoa bi mat
Dg, khi khoa cong khai Eg dgcyc nhung vao Cg.

Dac trweng khach hang va nac danh xu

0 Néu A quyét dinh tiéu xu véi B, A gl thdng diép téi B cho

biét dich vy dang st dung (ServicelD)
= Step 3: Ez(Cg, Kang, Keesr ServicelD)

0 B gilr lai khoa phién K

0 Tai thoi diém dich vy dwec cung cap, B xac thuc rng A
biét K, B phai chuyén dbi xu khi n6 cé hiéu lyc (trudc thoi
diém tg)

o Gia s B phan hoi théng diép trong bwdc 3 cung 1 bién lai
co ki tén chira thong tin giao dich (Amount, TransactionID)
va time stamp (TS), mé v&i khoa phién dbi xirng Ka,

Pac trweng khach hang va nac danh xu

= Step 4: Kyno(Dg(Amount, TransactionlID, TS))

o Néu B khong givi A bién lai, A yéu ciu CS kiém tra xem
B da s dung xu. Néu B st dung xu, CS phat hanh 1
bién lai da ki tén t&i A xac dinh gia tri xu va khéa cua B.
Néu B chwa dung xu, A nhan 1 khoan tién trong thoi
gian C, c6 hiéu lyc.

0 A c6 thé s dung xu C, sau tg trwéc t,. A quyét dinh
khong tiéu xu v&i B (Cg) nhwng str dung trong giao dich
v6i CS (C,), A phéi chirng minh biét khéa riéng D,, khi
khéa cong khai E, dwoc nhung trong C,

o Cudi cung, Cy dwoc dung néu A khong tiéu xu véi B

95

Pac trwyng khach hang va nac danh xu

NetCash Coin Triplet
Coin May be spenthy  Validity period
Cp B Before t;
C, A From ty to t,
Cy Anybody After t,
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4.3. Bao mat séc dién tor

29/08/2017

= Giai phap: Chuyén giao Gy quyén thanh toan
0o Proxies
> Kerberos
» Restricted Proxy
» Cascaded Proxies

97

Chuyén giao Uy quyén thanh toan

= Sy Oy quyén thanh toan dwgc chuyén tir nguoi tra
sang ngudi nhan kém theo 1 s han ché nhét dinh

» Co ché chi¥ ky dién tlr 1én séc dién t&r dwa trén
nhirng proxies han ché dwoc st dung dé cai dit cho
hé théng NetCheque

Proxies

= Hé théng NetCheque dwoc phat trién béi Information
Sciences Institute of the University of Southern
California

= Ban dau 13 1 dich vu phan tan d& bao tri han mrc cho
tai nguyén hé théng phan tan

= Hb tro méd hinh thanh toan dwa trén credit-debit

= Trong md hinh credit, khoan phi dwgc g t&i 1 tai
khoan va khach hang thanh toan lwong tién yéu cau
cho dich vu thanh toan sau

99

Proxies

= Trong mé hinh debit, tai khodn dwoc ghi ng khi séc
(giao dich ghi ng) dwoc xtr ly

* Co ché mé ta trong phan nay ap dung cho mé hinh
debit

= Séc NetCheque la tai liéu dién tcr, gobm:
o Payer's name, Payer’s account identifier (number) & bank|

name

o Payee’s name, The amount of money, The issue date

0 Payer’s electronic signature, Payer’s electronic
endorsement (chirng thire dién t&r cla ngudi trd)

100

Kerberos

= Proxy la thé cho phép thuc hién véi quyén va d6 wu
tién ma mét bén cho phép v&i proxy

= Restricted proxy |a proxy kém theo nhitng han ché

= Trong vi du séc dién tr, s han ché la cac nguoi
nhan tién (designated customer), sb lwgng tién duwoc
thanh toan va ngay phat hanh

= NetCheque proxies dwa trén Kerberos, phat trién bai
MIT n&m 1986, ban dau 1a hé théng chirng thwc phan
tan

101

Kerberos

Kerberas server

AS TGS
Authentication Ticket Granting
Service

Server

Login Service
session [Vl \ function

Kerberos.

102
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Kerberos

29/08/2017

= Client c6 “mong muén” st dung dich vu S trong hé

théng phan tan, nhan service ticket ttv TGS

a Chirng thyc ban than véi AS (authenticate service)

0 Néu thanh céng, C nhan TGS ticket va khéa phién Kg.rgs
dé yéu cau service ticket tir TGS
{C, TGS, t;, ty, Kc.restKras {Ke-res NitKe

o t, t,1a moc bat dau va két thic cla giai doan xac thuc
ticket

0 ny, N, la cac gia tri nonces (xau ngau nhién)

0 Kiygs la khoa bi mat clia TGS, K¢ 1a khoa bi mat cla client

103

Kerberos

= Client yéu cAu mét service ticket

0 TGS gui client service ticket va khéa phién K. g @& yéu cau
dich vu
{C, S t;, ty KestKs, {Ke.s, n2tKe.ras

0 Kg la khoéa bi mat cua server

o Néu service ticket 1a hop 1&, client dwoc phép ding dich vu

0 Tt ca cac khéa (ngoai trir Ks) dwoc biét boi Kerberos
server, moi server déu phai chia sé khda bi mat véi cac
server khac
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Restricted Proxies

= Hé théng Kerberos TGS ticket trén thuc t& la mot
restricted proxy

= Han ché & day la khoang thoi gian (t;, t,) trong dé
ticket la hop 1&

= Dang tbng quan cua s Gy restricted proxy:
{restrictions, Ko }Kgrantors {Kproxy» NONCEYK yrantee

= Grantor la thanh phan dai dién cho proxy cho phép
truy cap (te la, TGS)
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Restricted Proxies

= Grantee la thanh phan dwoc chi dinh dé thay thé
grantor (ttrc la dich vu khach hang). Restriction dwoc
biéu dién bai dir liéu séc:

{<check>, Kproxy}Kpayer’ {Kproxyv nonce}Kpayee
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Cascaded proxies

= Thuc té, ngwdi tré tién va ngwoi nhan tién khéng can
phai cé tai khoan tai cuing mét ngan hang

= Khi d6, séc sé& dwoc bu trir thdng qua nhidu hé théng
Accounting server trong NetCheque system

= Khach hang tao ra 1 Kerberos ticket dwoc dung dé
chirng thyc khach hang véi Accounting server

* Puoc dat trong thanh phan chiv ky cla séc va gui
cho nguwdi ban (bwéc 1)
Proxy 1:{<check>, proxy1}Kcustomer!{Kproxﬂ! n1}Kmerchant
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Cascaded proxies

= Nguwoi ban tao ra 1 chirng thuc xac thyc séc dwédi tén
clia ngwdi nhan dé dat coc tién chi gt vao tai khoan
cla nguwoi nhan (buwéc 2)

= Nguwdi ban gvi chirng thue cling thong diép gbc cla
khach t&i Accounting Server dau tién (AS1)
Proxy 2:{deposit<check> to AS;, Kyrox, 2YKoroxy 1> {Koroxy2, N2YKas1

= AS, chia sé khoa bi méat K. ercnant VOI NQwdi ban, céd
thé nhan K, t Proxy 1 va ding mé hoa ticket tir
Proxy 2
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= Cubi cuing, AS, tao 1 chirng thyc cho t& séc dudi tén
clia ngwdi ngwdi nhan dé dat tién vao tai khoan
twong &ng voi AS, tai AS,
Proxy 3:{deposit <check> to AS,, Koy 3tKoroxy2 {Kproxys N3tKas2
= Ca 3 cascaded proxies dwoc gli t&i Accounting
server clia khach hang AS,
= Server xac thyc cascaded proxies cung ticket trong
Proxy1, trao déi khoa bi mat K v&i khach hang
= AS, nhén K

customer
proxy1 dUing dé giai ma ticket trong Proxy 2
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Cascaded proxies

= Thong qua Ky, ttr Proxy 2, AS, giai mé ticket tt
Proxy 3

= Ticket nay sé& cho biét séc nén duwoc dét coc vao tai
khoan twong (rng clia AS, hay khong
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Cascaded proxies

Accounting server 1 Accounting server 2
1,23 A
Merchant's account User's account
Corr.account: AS2 Corraccount: AS1
1,2

1
Merchant )¢ @

An accounting hierarchy.
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