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7.1. Cac tai nguyén c6 thé bj xAm pham

7.2. Céc hinh thirc tin cong

7.3. So hiru tri tué

7.4. Cac quy dinh, diéu luat vé an toan thong tin va so
hitu tri tué
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7.1.1. Noi dung thong tin
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7.1.3. Binh danh nguoi dung
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7.1.1. NOI DUNG THONG TIN

* Céac hé théng thong tin gdm nhiéu loai théng tin: thong
tin c¢6 tinh chat cong cong, riéng tu, thong tin nghiép
vu, théng tin bi mat chién luoc, ...

* Noi dung thong tin bi tn cong thuong 1a muc tiéu
chiém doat hodc pha huy thong tin

« C4c tan cong vao ndi dung thong tin c6 thé giy hau
qua vo cting nghiém trong t&i chinh phu, t6 chirc va ca
nhan
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7.1.2. TAINGUYEN HA TANG CONG NGHE THONG TIN

* X4 hoi thong tin ngay cang diy con nguoi phu thudc
va ha tﬁng CNTT, tir cac giao dich tai chinh, nghiép vu
toi giao tiép thong thuong déu duoc thyc hién trén ha
tﬁng CNTT - khi ha tﬁng CNTT bi sup dd hodc roi
vao tinh trang qua tai s& dan téi hau qua khon luong

* Tén cong trén ha ting CNTT thudng tap trung vao ha
tang tinh toan hodc luu trir, ddi twong tin cong tim
cach tiéu thy hét tai nguyén tinh toan va luu trir khién
ha téng CNTT bi sup d6 hodc qua tai
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7.1. 3. PINH DANH NGUOI DUNG

* Trong mdi truong mang, mdt dinh danh gén vOo1 mot
c4 nhan nhat dinh trong doi thyc; nho ¢6 dinh danh ma
thong tin duoc trao ddi c6 tinh tin cay

* Viéc bi dénh cdp hodc gia mao dinh danh gy ra hau
qua khén luong
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7.2. CAC HINH THUC TAN CONG

7.2.1. Tan dung cac 15 héng phan mém
7.2.2. Str dung cc phan mém doc hai
7.2.3. Tn cong tur chdi dich vu

7.2.4. Lira dao
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7.2.1. TAN DUNG CAC LO HONG PHAN MEM

* Cac hé thong may tinh thuo‘ng duoc cai dat mot luong
16n céc san pham phan mém khac nhau, do d6 nguy co
tiém an cac 16 hong {trong h¢ thong may tinh rat 16n

+ Cac 16 hong co thé dén tir ban than thiét ke clia san
pharn phan mém, 15 trong qué trinh phat trién, cai dat
cau hinh va van hanh san pham phan mém

* Cac 10 héng cung co thé dén tur ha tang dong vai trd
lam nén cho san pham nhu hé diéu hanh, hé quan tri
CSDL, cac cong cy, thu vién st dung trong qua trinh

phat trién phin mém (ngdn ngir 14p trinh, trinh bién
dich, ...)
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7.2.2. SUDUNG CAC PHAN MEM POC HAI

 Phin mém doc hai: 1a ph?m mém duge xay dung voi
muc dich x4u, duoc st dung nhu cong cu dé thn cong
vao cac hé théng thong tin

. Thucmg duoc cai dat bai tin tac thong qua nhiing 16
héng phan mém hodc cai dat truc tiép boi nguoi sur
dung, duoc kich hoat truc tlep boéi nguoi st dung
hodc thong qua nhiing 1énh khoi dong cia hé diéu
hanh

7.2.2. SUDUNG CAC PHAN MEM POC HAI

e Nam 2008: sé‘ luong phﬁn mém doc hai qﬁ vuot méc
1 triéu; nira dau nam 2010, 1.017.208 phan mém doc
hai méi duogc phat hién

- Phin mém d(}g hai thuc su tré thanh mbi nguy hai
16n véi cac ha tang cong nghé thong tin

* Mot s6 loai phan mém doc hai dién hinh:

- Virus may tinh
- Sau may tinh
- Trojan

08/02/2017 Chuong 7. Céc vén dé xa hoi cua Cong nghé thong tin 9

08/02/2017 Chuong 7. Céc vén dé xa hoi cua Cong nghé thong tin 10

Khoa Céng nghé thong tin — Hoc vién Nong nghiép Viét Nam
Bai gidng Tin hoc dai cwong

Khoa Céng nghé thong tin — Hoc vién Nong nghiép Viét Nam
Bai gidng Tin hoc dai cwong

7.2.2. SUDUNG CAC PHAN MEM POC HAI

* Virus: la nhitng chuorng trinh hodc doan ma Iénh dugc
thiét ké dé bam vao mot t€p tin nao do, s€ thi hanh
nhiing thao tic nhat dinh khi tép tin ma né liy nhiém
dugc kich hoat:

- Thyc hién chirc ning ma virus dugc thiét ké dé thyc
hién (VD: virus Doodle Yankee dung 17h 14 hat quoc
ca

- Thuc hién tim kiém céc tép tin trén hé théng may
tinh va tao ra cac nhan ban ctia nd, bam vao cac tép
tin duoc lya chon

* (o6 2 loai chinh: Virus bién dich va Virus thong dich

7.2.2. SUDUNG CAC PHAN MEM POC HAI

* Virus bién dich:

- La nhiing loai virus ¢ thé duoc thuc thi truc tiép boi hé
dleu hanh, ma 1¢nh virus dugc bién dich thanh t€p tin c6
thé duoc thi hanh béi HDH > chi c6 thé 1y nhiém trén
mét sb dong HDH nhit dinh

- C6 3 nhom chinh:

+ File Virus (virus t€p tln) lay nhidm dén céc tép tin thi
hanh trén hé théng may tinh nhu tng dung soan thdo
vin ban, bang tinh, trd choi, ... Lay lan bang cach gin
vao tép tin thi hanh va duoc klch hoat khi ngudi dung
m& t€p thi hanh. Vi du: Jerusalem, Cascade, ...
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7.2.2. SUDUNG CAC PHAN MEM POC HAI

* Virus bién dich (tiép)

+ Boot Virus (virus khoi dong): 14y nhiém vao phan
vung khédi dong cia cac thiét bi Iuu trilr, ty dong kich
hoat boi cac chuong trinh khdéi dong. Vi du:
Michelangelo, Stoned, ... .

+ Multipartite Virus (virus da nang): st dung nhiéu
phuong thuc 1ay nhiém, bao gom ca lay nhiém theo
tép tin va ldy nhiém trén phan vung khai dong. Vi du:
Flip, Invader, ...

7.2.2. SUDUNG CAC PHAN MEM POC HAI

* Virus thong dich: chira dung ma ngudn chuong trinh, chi
dugc thi hanh bdi mot Gtng dung hay dich vu cu thé.
Virus thong dich rat d& viét va stra chita > rit phd bién
C6 2 loai:

- Marco Virus: 14 loai kha ph bién, bam vio cac tép tai
liéu nhu van ban, bang tinh, ... va st dung chinh
trinh théng dich macro cta Gng dung dé thi hanh va
lay lan (vi dy: tng dung MS Office). Mot s6 marco
virus dién hinh: Cocept, Marker, Melissa, ...
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7.2.2. SUDUNG CAC PHAN MEM POC HAI

* Virus thong dich (tiép):

- Script Virus: chi khac marco virus & chd marco virus
duogc chay trén mot g dung cu thé con script virus duoc
thi hanh trén mét dich vu nao d6, chay boi HDH. Vi du:
First, Love Stages, ...

7.2.2. SUDUNG CAC PHAN MEM POC HAI

* Sau (Worm)

- Sau may tir}h la mot phﬁn mém hoan chinh, doc lap
ma khong can ky sinh vao mét vat chu

- C6 kha nang ty nhn ban va lay lan tr h¢ thong may
tinh nay sang h¢ thong may tinh khac

- Sau thuong tan dung mang Internet dé lay lan trén
pham vi l6n

- Thuong dwgc dinh huéng dé tiéu thy tai nguyén cia
may tinh va tai nguyén mang
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7.2.2. SUDUNG CAC PHAN MEM POC HAI

+ Sau (Worm) (tiép)

- 2 loai sau chinh:

+ Sau dich vy mang (network service worm): lan truyén
bang cach khai thac nhimg 156 hdng trong mét dich vu
mang gén két v6i hé diéu hanh hodc mot ung dung
nao d6. Vi du: Sasser, Witty, ...

+ Sau thu dién tir (mass mailing worm): lan truyén dya
trén co ché phat tan thu dién tt. Vi du: Beagle,
Mydoom, Nestky, ...
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7.2.2. SUDUNG CAC PHAN MEM POC HAI

TrOJan

La cic phan mém hoan chinh dugc cai dat theo cac 16
héng an ninh vao may do so suét cua ngudi dung khi truy
cap Internet

Khong c6 kha nang tu nhan béan, thuong to ra vo hai,
tham chi c6 loi cho nguoi dung (vi du niip danh mdt phan
mém tién ich khién nguoi dung ty download vé va cai
dat)

Khi dugc cai dit nd bit am tham thuc thi cac chirc ning
x4u hodc trd thanh ndi gian dé thuc hién mét s6 hoat
dong phé hoai

Trojan thucmg kho bi phat hién vi chiung duoc thiét ké dé
che dau sy ton tai trén hé thong
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7.2.2. SUDUNG CAC PHAN MEM BOC HAI

. TI‘OJal’l (tiép)
- Mot s0 Trojan dlen hinh:
- Spyware (phan mém gian dlep) thu thap thong tin can thiét
trén h¢ thong bi lay nhiém, giri dén mot hé thong khac
- Adware (phan mém quang c40): quang cdo ty dong, thinh
thoang bt cac quang c4o trén hé thong bi 1ay nhiém
- Keylogger: ghi lai cac phim da duoc gd va giri ra hé thong
phan tich bén ngoa1
- Backdoor: m¢ ra mot cong sau dé tin tic co thé truy cap
ngim vao may tinh bj nhiém
- Rootkit: thu thip cac t¢p tin dugc cai dat [én h¢ thong va
thay thé chiing hodc che dau cudc tin cong hay hoat dong
ctia mot phan mém doc hai khac

Khoa Cong nghé thong tin — Hoc vién Nong nghiép Viét Nam
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7.2.3. TAN CONG TU CHOI DICH VU

+ La nhiing tin cong v6i muyc tiéu lam té liét cac hé thong
may tinh (Denial of Service — DoS)

* (0 hai loai: ‘

- Tan cong dya trén 16 hong phan mém: lgi dung nhitng 15
hong trong chinh sach an ninh, hodc trong ky thuat,
nhung 16i tiém 4n trén phan mém, tir d6 guri mdt sO yéu
cau dac bi¢t lam tiéu thu mot lu’o‘ng 16n tai nguyén cua hé
thong khién hé thong bi té liét. Vi du: Ping-of-Death

- Tan cong lam ngap lut: 1a hinh thirc tan cong tir choi dich
vu bang cach tao ra mdt lugng 16n cac yéu cau hop 1€
nham tiéu thy mdt tai nguyén muc ti€u nao do6 trén hé
thong khién tai nguyén do bi qua tai, khong dap ung dugc
yéu cau dén tir nhitng nguoi dung hop 1¢ khac
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7.2.4. LUADAO

La hinh thtre trong d6 ké tan cong (hay ké lira dao —
phisher) tim cach d€ chiém doat thong tin bi mat hoéc
nhitng Gy nhiém nhay cam cia nguoi st dung mot
khéo 1éo
3 hinh thirc phé bién:

- Lira dao dung ban sao (Clone phishing)

- Lira dao hudng d6i tuong (Spear phishing)

- Litra dao dung dién thoai (Phone phishing)

Khoa Cong nghé thong tin — Hoc vién Nong nghiép Viét Nam
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7.3. SO HUU TRi TUE

7.3.1. Tai san tri tué
7.3.2. Quyén s6 hiru tri tué
7.3.3. Ludt s hiru tri tué
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7.3.1. TAI SAN TRi TUE

+ La c4c thanh qua sang tao cta ca nhan hodc to chirc
2 loai chinh:

- Tac pham: tac phdm mang tinh vin chuong (tho,
tiéu thuyét, truyén, ...), tic phim nghé thuat
(tranh, anh, phim truyen ca khuc, tac pham diéu
khic, ...), ban v& kién trac, phan mém, CSDL,
chuO‘ng trinh tivi, radio,

- Tai san tri tué cong nghiép: sang ché, thiét ké kiéu
dang cong nghiép, thuong hi¢u, bi mat kinh doanh,
mach tich hop, ...
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7.3.2. QUYEN SO HUU TRi TUE

+ Quyén s6 hitu d01 voi tai san tri tué du:orc goi la quyen
s hiru tri tue gdm cac quyén: quyén st dung, quyén
stra d6i, quyén chuyén nhuong, ...

* Quyén s6 hitu ddi v6i tic pham con dwoc goi la
quyén tac gia hay ban quyén, quyén sé hiru ddi voi tai
san tri tué cong nghiép duoc goi 1a quyén sé hitu
cong nghiép
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7.3.3. LUAT SO HUU TRi TUE

* Vi sao phai bao hd quyén s6 hiru tri tué?

- Céac tai san tri tué rat d& bi xam pham, bi sao chép
va danh cap

- Bao ho quyén s& hiru tri tué giup dam bao quyén
loi cho ¢4 nhan hodc t6 chirc trong viéc tao ra cac
san pham tri tué

- Tao ra moéi truong canh tranh, dem lai lgi ich va
dong lyc cho cac td chirc, ca nhan

- Thuc ddy hoat dong sang tao

7.3.3. LUAT SO HUU TRi TUE

* Luét so hitu tri tué
- La van ban phap luat dé ra nham bao ho cho quyén
sO hitu tri tué
- Luaét s& hiru tri tué ¢ Viét Nam duogc ban hanh vao
nam 2005 va chinh thirc cé hiéu luc ngay 1/7/2006
- Bét ky c4 nhan hoic t6 chirc nao xam pham quyén
s& hitu tri tué néu c6 khiéu kién s& bi xir Iy theo
luat dinh
* Hiép uéc va cong udc qudc té&: Cong wdc Berne va
Hi¢p dinh TRIPS (Viét Nam da gia nhap)
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7.3.3. LUAT SO HUU TRi TUE

* SO hitu cong (public domain): tai san tri tué€ thudc
quyén sé hitu cua tit ca moi ngudi ma khong thudce
vé riéng ca nhan hay to chirc nao

* Tai san tri tu¢ dugc xem la so hitu cong néu:

- Tai san tri tu¢ d6 dugc tao ra boi cong déng (Tiéng
Anh, dan ca quan ho Béc Ninh, ...)

- Tai san tri tu¢ 1a chan li, sy that (dinh ludt Newton,
thuyét tién héa Darwin, ...)

- Tai san tri tu€ thudc sé hitu cd nhan nhung da hét han
(kich Shakespeare, nhac Beethoven, dén dién Edison,

=)

7.3.3. LUAT SO HUU TRi TUE

* Ngoai 1¢ (fair use): cho phép moi ngudi khai thac tai
san tri tué cua ngudi khac ma khong can xin phép véi
diéu kién:

- C6 muyc dich dep: ngudi dung sir dung/trich dan
tac phém vao muc dich nhan van, giao duc, nghién
ciiu hodc dua tin thoi sy, binh luan nhung khéng
dugc lam dung (st dung qua nhiéu hodc dung dé
thu 101 tai chinh, ...)

- Biét on tac gia: khi st dung/trich dan phai néu lai
tén ngudi giit ban quyén/tac gia va tén tic pham
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7.4. CAC QUY PINH, PIEU LUAT VE AN TOAN
THONG TIN VA SO HUU TRI TUE

« Cac diéu luat chéng t01 pham tin hoc trong Bo luat
hinh sy Viét Nam nam 1999 (stra d6i nam 2009) (diéu
224,225, 226)

« Céc diéu vé ché tai xir phat cc hanh vi pham toi lién
quan dén tin hoc va ha tang cong nghé thong tin trong
Nghi dinh chinh phu 55/2001/ND — CP ban hanh
ngay 23/08/2001 (dicu 41)

* Cac diéu lién quan dén nghia vu cta cong dan lién
quan dén cac hoat dong CNTT trong Luat cong ngh¢
thong tin 67/2006/QH11 — do Quoc hdi ban hanh nam
2006 (dieu 12, 69, 70, 71, 72, 73)
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